Passkeys - iPhone - iOS 18

Passkeys: Replacement
for Passwords ® Hard to remember

Passwords # e Often reused

e Shared secret

w - e N

e A passwordless sign-in experience.
Passkeys: #

e Always strong, nothing to remember.

e No shared secrets, resistant to phishing.

e Works across all Apple devices.

Two-Factor Authentication (Prerequisite) Add Email or Phone Number

These email addresses and phone
numbers can be used to sign in, verify

your identity, and help recover your
r \ account. They can also be used to
@ reach you with iMessage, FaceTime,
Y Tap SettlngS. Game Center, and more.
SECURITY
e Tap your name (at top of page). Change Password
PY Tap Sign_in & SeCUI’Ity _’ Two-Factor Authentication >
Your trusted devices and phone
e Ensure Two-Factor Authentication is on. centy hansgningin

k ) RECOVERY METHODS

Recovery Contacts SetUp >

Keychain (Prerequisite)

€ Back
C Remembers ) & iCloud+ S3
Gene Hollaway oron®
Passwords. Gene Hollaway 4. Ta D Storage == 29,3 0f 50 GB >
) . 7 V PaSSWO,’dS Recommended For You 3>
[ ] Syn Chronlzes 1 . Tap Se ttlngs E personal Information N More storage & features, and 2 more
. 2 -’- m Sign-In & Security N © Saved to iCloud See All >
across devices. | 2. lap your name ®Phocs  mDrive
. 3 T . C / d E) Payment & Shipping Mast... > 1,670 ltems 73GB
) . 1ap 1uiou
Autofills P swsoirs e =
In forma tlon. (J Messages 2] Mail
% iCloud 100GB > 5. Turn on 873.1MB 58.4 MB
[ ] End' tO'End / Media & Purchases > Sync th[s o iCloud Backup 14 hours ago >
. & Find My R iPhone This iPhone
k encr}/p tlon. ) B iCloud+ Features
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Passkey Upgrades

1. Tap Settings
2. Tap General
3. Tap Autofill &

Passwords

[ G |
& Back AutoFill & Passwords

AutoFill Passwords
and Passkeys

Automatically suggeg#asswords,
passkeys, and vgsffication codes when

Passwords P o
Passkeys, passwords, and®odes

VERIFICATION CODES

Delete After Use

©

Automatically delete verification codes in
Messages and Mail after they are used.

Set Up Codes In ¥ Passwords

Passwords will be used to open links for
setting up verification codes and QR
codes.

Settings for Passkeys

1. Tap Settings
2. Tap Apps

3. Tap Passwords

Recommend
to turn these
features on.

Passkeys & Passwords Location

Locate Passwords
App on a Home

Page & tap to open

{ settings  General
& AppleCare & Warranty >
@ AirDrop >
AirPlay & Continuity >
@ Picturein Picture > Ensure 4
CarPlay > turned on.
el | B AutoFill & Passwords >
Background App Refresh >
Date & Time >
[ Dpictionary >
Fonts >
[ G
< Apps Passwords
T e Signing In v
Passwords can be saved when signing in
to apps and websites, except for websites
you exclude. Show excluded websites...
Detect Compromised
Passwords O
iPhone can securely monitor your
passwords and alert you if they appear in
known data leaks. About Passwords &
Privacy...
Suggest Strong Passwords O
Automatically suggest unique, strong
passwords when creating accounts or
changing passwords in Safari and other
apps.
Allow Automatic
Passkey Upgrades 0
Allow websites and apps to automatically
Passwords
Q Search ¢
( N QO 13> © 15
PaSSCOde, All Passkeys
Finger Print or o ©
. Codes Wi-Fi
Face ID is
. (1) 90> 22>
required to open Security Deleted
Passwords.
J + New Group
+

71>‘\

Passkeys are
stored here.
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